
How illegal tobacco plans to ride 
out the Covid-19 pandemic
Criminality is preparing to reap rewards in the 
economic aftermath that will follow Covid-19

The 
Gathering 
Storm
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"To be honest, I don't really give it a 
second thought. I just know that I 
can get a pack of 20 for £6 and that 
feels like a win to me"

UK illegal tobacco consumer, 2020
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The current global pandemic is causing turmoil right across the world and is a�ecting 
all forms of society and commerce in hitherto unheard of ways.
Behind this backdrop of global social upheaval organised criminals are, even now, 
preparing ways to exploit public anxiety and enrich themselves further through the 
trade in illicit tobacco. Our research across the globe, in �fty countries, has indicated 
that whilst restrictions imposed on populations by the pandemic may have hindered 
some aspects of illicit tobacco production and supply, it has far from halted it in its 
tracks.
 
It’s now of increasing concern how these organised criminal groups will seek to 
further exploit public demand for cheap goods and capitalise on dwindling consumer 
con�dence and buying power in the inevitable global recession that lies ahead of us. 
From experience, we know that any decline in a�ordability fuels the trade in illicit or 
counterfeit products, particularly where this may run in parallel to tax increases 
imposed in order to restore public �nances. Nowhere is this truer than when it comes 
to the trade in illegal tobacco.

 The trade in illegal tobacco is underpinned by criminals who want to make money 
and consumers who are looking to save money. The current pandemic crisis creates 
conditions that are set to form a ‘perfect storm’ that will �nd some consumers 
inadvertently, and others willingly, consuming greater amounts of illegal tobacco 
product. Consumers continue to believe that the purchase and consumption of illicit 
tobacco is largely a victimless crime. To halt the spread of illicit product we need to 
inform the public not just about the hidden dangers of the products they are 
consuming but the wider social consequences of what they are buying. The pandemic 
has already shown that given the right information and communication about the 
dangers of certain behaviours the public can change their actions when they see that 
it will make a di�erence. To deliver such change will require international LEA, 
government and industry co-operation. It will also necessitate governments and the 
legitimate trade working together to inform the public at an international and 
national level.
 
We at JTI will strive in partnership with Law Enforcement and Border Agencies to 
deliver the intelligence and support needed to help identify and seize illegal tobacco.

PREPARING FOR THE GATHERING 
STORM

By Ian Monteith, Global Anti Illicit 
Trade Director, JTI.
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AN EVER PRESENT
CONCERN
Why we need to discuss illegal tobacco

Illegal tobacco is a problem that won't go away without intervention

The trade in illicit tobacco, as with many illegal products, is not going to go away 
easily. Whilst there are many reasons for this, its roots stem from consumers 
continuing to view the purchase or consumption of ‘cheap’ cigarettes as a largely 
victimless crime.
 
Which, it is not.
 
According to the World Bank, the global trade in illicit tobacco is reportedly worth 
an estimated $40-50Bn each year to the criminal groups who produce, 
manufacture, smuggle, distribute and sell tobacco products on which there is no 
tax duty paid, nor any control over quality. Despite the vast pro�ts generated from 
international tobacco crime there is relatively little risk of detection or punishment 
for the perpetrators, so unlike drug smuggling or people tracking there’s little 
deterrent to de�ect from the appeal of the illegal tobacco trade.
 
The seditious e�ects of tobacco crime is undermining the controlled and legal 
market for cigarettes, depriving governments of $Billions worth of tax income and 
introducing poorer quality tobacco products into the market. At its apex, the trade 
in illegal tobacco fuels the worst that society has to o�er through its funding of 
criminal lifestyles.
 
Counteracting consumer perceptions of illicit tobacco as a victimless crime must 
become a priority if the struggle to eliminate illegal tobacco is to be won.
So, at the height of the current pandemic it is important to us, at JTI, to take stock 
of what impact the coronavirus crisis is having on the illegal tobacco trade and to 
explore what the e�ects of changed societal behaviour, new border controls, 
altered LEA (Law enforcement Authorities) priorities and lockdown restrictions 
may be having on criminal activity.
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JTI's intelligence reporting has 
allowed us to construct a picture of 
how Covid-19 has affected the ability 
of OCGs to operate in the illicit 
tobacco market, what impact it’s had 
on their modus operandi and, as a 
consequence, what lessons we can 
learn to combat their activities going 
forward.

 
1. There’s little evidence that 
organised crime is ‘fazed’ by the 
pandemic: To the contrary, the 
evidence suggests that rather than 
running ‘scared’ into other forms of 
illicit trade, criminal groups are 
prepared to ‘wait and see’

2. The production and supply of 
illegal product has been blunted 
rather than extinguished: Whilst 
some decrease in supply and 
production has been evident in 
more strictly controlled economies 
during Covid-19, Western markets 
in particular have seen relatively 
little reduction in the production 
and availability of illegal product 
despite initially finding it difficult to 
source technicians and skilled 
workers to work on illegal 
production.
 

3. Changed law enforcement 
priorities and border 
restrictions have been variable 
in limiting supply and the 
availability of illegal product: 
Whilst Governments and 
authorities in the Far East have 
been quicker to impose 
restrictions, those in the West 
particularly have failed to act 
with such precision. This has 
enabled criminal groups in 
these areas to make more 
effective contingencies.

4. The resourcefulness of 
criminals is such that the flow of 
illegal product is still 
manageable even when 
traditional sales outlets are put 
out of action. Technology has 
been increasingly deployed 
throughout the pandemic to 
enable sales of illicit product to 
continue, with WhatsApp and 
Facebook providing quick and 
easy methods of 
communication between the 
consumer and provider. This is 
a trend that’s likely to persist.
 

Four key trends about the illicit trade 
have emerged during the pandemic 
lockdown
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The challenges of supply
SMUGGLING MAY HAVE BECOME HARDER BUT IT 
HASN’T EVAPORATED DURING COVID-19
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Smuggling has become harder, but it hasn't evaporated
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The challenges of 
supply

Getting the product to market, as opposed to 
producing it has, on balance, presented 
criminals with more of a problem.

Various changes in global border controls 
simultaneously stemmed some of the flow of 
people and product but it also created 
opportunities in other markets.

Increased policing in MENEAT* markets has 
meant more, not less, problems for OCGs 
trying to move people and product around, 
with LEAs reportedly more active in searches 
and making more seizures as a result. This 
lies in direct contrast to many other markets 
and territories where the situation has 
something of a status quo feel about it.

The movement of technicians and illegal 
product across the European Union hasn’t 
been wholly unaffected by recent events with 
some reports of OCGs finding it difficult to 
transports goods and people within the EU.

But, whilst there have been problems for 
organised crime in its tobacco related 
activities there seem to be few, deep cutting, 
effects that have resulted in the complete 
shutdown of production, movement or 
supply.

"I think the guys who 
normally I get my 
cigarettes from have 
found it a bit more 
tricky. There hasn't 
been as much as 
usual"

"It's been a bit more difficult 
to get hold of my usual 
supply, but there's always 
been an alternative"

For this we only have to look at the 
frequently chaotic ways in which 
governments have implemented restrictions 
in relation to Covid-19. Globally, there have 
been inconsistencies in how borders have 
been policed, closed to travellers and how 
goods and retail services have been shut 
down.

It’s perhaps unsurprising to find that the 
biggest negative impact on criminal activity 
has occurred in the Far and Middle East 
markets where authorities, clearly learning 
the lessons of SARS and Asian Bird flu a 
decade ago, took drastic and immediate 
preventative action to restrict the movement 
of goods and services early on in the 
pandemic: ‘those who’ve seen a panther 
before run faster’

As a result, it’s here that we are seeing 
greater success in curtailing the illicit trade. 
Conversely, Western governments, who 
were mostly slow to respond to the 
emerging pandemic threat, gave OCGs more 
time to prepare for potential lockdown and 
plan how to work around the forthcoming 
restrictions
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* Middle East, Near East, Africa, Turkey
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The resourceful criminal
Where there's a will, there's a way
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ur investigations across the 
world reveal that those 
involved in the illicit tobacco 
trade believe the end of the 
pandemic will bring them 
potentially greater rewards 
as economies and living 
standards suffer in the wake 
of the forthcoming economic 
meltdown.

Already, markets across 
Eastern Europe, APAC and 
MENEAT have reported an 
upsurge in some of the 
prices of illicit tobacco as 
the human toll of the 
pandemic takes effect.

Criminal activity

Finding 
workarounds

O

    Despite the 
pandemic criminals 

are still operating, 
producing and selling 

illegal tobacco 
products if not at will, 
with some significant 
degree of confidence. 

WHERE THERE'S A 
WILL, THERE'S A 

WAY 
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Prices are likely to be rising on the back of 
three factors

An inevitable reduction in 
availability of cheap or illegal 
tobacco

1.

2.

3.

"I've been smoking more than usual 
during lockdown so yeah the price I 

pay is important"

Higher demand for tobacco 
generally during times of anxiety 
and stress which is likely to be a 
driver of increased consumption

A  decline in consumers’ individual 
disposable incomes which is 
inevitably placing huge pressure 
on personal household budgets

With these three elements driving demand we have a gathering storm looming for 
those criminals wanting to take advantage of the impact of Covid-19. It is therefore, 
unsurprising that we are seeing innovation in the illicit tobacco trade as OCGs �nd 
ways to beat the lockdown restrictions 

Criminals are nothing if not resourceful. 

We have heard reports of OCGs recruiting essential workers to deliver to their 
customers, of others obtaining funeral licences so they can drive and drop o� from the 
back of the hearse, or hiding illicit tobacco under PPE and medical supplies to escape 
detection. However the largest transformation has been in the use of  technology to 
help overcome their inability to sell face-to-face via traditional outlets and channels. 
Consequently, there has been a signi�cant rise in the reported online sales of illegal 
tobacco in markets across Eastern and Central Asia and the middle and Far East where 
face-to-face sales have been more conventional for illicit transactions. 

Yet, it’s perhaps the universal availability and access to Facebook and speci�cally 
WhatsApp applications that’s continued to allow criminals to maintain contact with 
customers and arrange covert delivery of their product. This is most evident in 
countries in the MENEAT region where face-to-face transactions will have proved most 
problematic. Here, there is a signi�cant uplift in reports of online communities and 
mobile apps being used to help keep the �ow of product to the end use
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Tick Tock
The economic time bomb under 
our feet
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Covid-19 is a global crisis. It is 
affecting, and will continue to 
affect, countries and economies 
across the globe differently
According to the United Nations 
“The Covid-19 pandemic is far 
more than a health crisis: it is 
affecting societies and economies 
at their core. While the impact of 
the pandemic will vary from 
country to country, it will most 
likely increase poverty and 
inequalities at a global scale”.
And, with the World Bank 
predicting a global contraction in 
GDP by 5.2% in 2020 and 
developed economies likely to 
shrink by up to 7%, we are 
headed for the worst global 
recession in over 100 years. This 
represents not just a challenge 
for governments and legitimate 
businesses but an opportunity 
which criminal gangs involved in 
illicit tobacco see ripe for further 
exploitation.
With price increases for some 
illegal tobacco already on the 
move the danger is that 
organised criminals are merely 
waiting for the right moment to 
capitalise on what looks like an 
increasingly desperate economic 
situation.

 

Our investigations show that 
beyond the physical restrictions of 
Covid-19 lies a more pervasive 
truth. it’s that the criminals have 
time on their side with many 
groups content to continue 
production of illegal product even 
with current restrictions in place 
as they sense greater 
opportunities as global economies 
move into meltdown.
In this event we should expect 
that the stockpiles of illicit tobacco 
that have slowly been building 
over the past three months will be 
slowly re-introduced into the 
markets at increased prices, 
thereby continuing to make even 
greater profits for crime groups at 
the expense of legitimate business 
and public finances.
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Taking back control
How we can combat the illegal 
trade in tobacco
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With no consumer demand, 
the impetus and profit in 
supplying illicit product just 
doesn’t exist.

 

This, however, is easier said, 
than done. As a society, we can 
take steps to reduce the impact 
of illegal tobacco by working 
together. This means both 
stepping up enforcement at 
borders, improving intelligence 
sharing between the tobacco 
industry and LEAs whilst 
simultaneously, exploring fiscal 
measures that will allow 
consumer confidence to grow 
and avoid the temptation to 
spend on illicit products.
Strong enforcement aligned with 
robust deterrents are the 
essential preventative 
ingredients to combat the illegal 
trade.
Co-operation between LEAs is 
also needed at both an 
international and national level 
along with a desire to increase 
the fines and punishments 
administered to those caught 
producing, distributing and 
selling illegal tobacco products.

At the same time we need to do 
more to inform consumers 
through co-ordinated global 
campaigns to increase awareness 
about the dangers of illicit 
tobacco and the consequences 
that arise through its trade.
No single measure on its own will 
be enough. But, through co- 
ordinated efforts we can begin to 
stem the tide and lighten the 
effects of the gathering storm.

Ultimately, eradicating the illegal 
tobacco trade can only be achieved by 
reducing the source of demand. 
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